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2Brief message from 
the Board

of Directors

The importance
of this document

BOC Brasil Conglomerate’s Guide of Best Practices is a 
document that was prepared under the strictest norms 
of conduct and integrity and shall govern each and every 

connected to the Institution.

It is the duty of every employee to pass on the content presented herein to every 

Full compliance leads to strengthening the corporate image, increasing the notion 

BOC Brasil.

Conglomerate BOC Brasil Board of Directors

The guidelines in this Guide of Best Practices aims at orienting 
BOC Brasil Conglomerate’s stakeholders regarding the 
protection of their assets and awareness for the prevention, 

determinations and recommendations from Central Bank of 

legal support and protection.

It is important to highlight its consultive role as strategic support in managing 
resources and passing on the culture and values in BOC Brasil Conglomerate’s 

Legal or regulatory sanctions deriving from misuse of or noncompliance with the 

material property. Thus, all employees, regardless of the position they hold, as well 
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How to use
this guide

This document includes the most important normative 

conduct on every relationship level at Conglomerate BOC Brasil. 

regulations, thus preventing the risk of punitive administrative 
measures and legal or regulatory sanctions. Furthermore, the 
correct use of this guide creates certainty in the performance 
and growth of strategic values, thus safeguarding the Institution 

For the purpose of facilitating access to the original volumes of the norms, the sources 
are indicated at the end of each chapter to dive deeper into the themes dealt with 

Brasil Conglomerate’s Guide of Best Practices.

It is worth pointing out that, in addition to fully reading this document, it is essential that 

herein come up, there is a glossary at the end, so that no information escapes the 
reader.

3

the general lines of the current norms and legislations that are 

BOC Brasil. Read them carefully.

legislation
4
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WHAT IS COMPLIANCE USED FOR?

In addition to the natural compliance with the law, Compliance 

culture throughout all areas of the Institution. Thus, this results 

with whom the Institution is connected, particularly the top 

VALUING 

the society;

PROMOTING

APPROACHING regulatory and supervisory agencies, trade associations, as well 
as independent and internal auditors;

CONSTANTLY CORRECTING  items related to nonconformity with prompt 

ASSISTING
structure in their assignments related to information and sharing the conformity 
culture; 

AIDING

WHAT IS COMPLIANCE?

The compliance term comes from “to comply” in English and 

corporate governance and aims at neutralizing the so-called 
conformity risks, meaning those arising from noncompliance 
with the law, norms, guidelines (either national or international) 
or commitments made concerning the codes of self-regulation.

4.1 Compliance
at Conglomerate
BOC BRASIL
Compliance, corporate and internal control policies.
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HOW DOES COMPLIANCE APPLY TO
CONGLOMERATE BOC BRASIL?

The Conformity Policy formalizes the Conglomerate BOC Brazil 

Compliance structure, its implementation and maintenance. Its 
purpose is to seek adherence to measures aimed at achieving 

By performing its roles, Compliance evaluates the regulations 

divisions, conducts tests of adherence to legislations, self-
regulations, and internal norms according to the methodology 

and schedules for remedying gaps.

the activities related to supervising conformity. To that end, the 

ASSURING
conformity policies;

MAKING SURE 

CONTINUOUSLY MONITORING  the regulatory environment and disclosing the 

set of internal norms and providing information to employees, and all the others who 

ASSESSING adherence to the Institution’s regulations, and following the changes 
in the process manuals and other institutional policies referring to conformity while 
performing activities;

PREPARING
of conformity-related activities, with their own main conclusions, recommendations 

Board Committee;

SYSTEMATICALLY AND OPPORTUNELY COMMUNICATING  the results of 
conformity-related activities to the Board of Directors;

INDEPENDENTLY AND AUTONOMOUSLY PERFORMING  with free access to 

WHAT ARE THE EFFECTS OF COMPLIANCE?

Compliance with the regulations in force, as well as with 

other internal norms of BOC Brasil Conglomerate, produces 

supervised according to the Compliance Report, which is 
issued periodically.  

Noncompliance may lead to serious punitive administrative measures, legal or 

administrative process within the sphere of action of Central Bank of Brazill and that of 

CONDUCTING in the National Financial System, Pre-purchase Financial Pool 

those that are in disagreement with the authorization granted, principles provided 

Bank of Brazil;
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OBSTRUCTING the inspections from Central Bank of Brazil;

FAILING to provide Central Bank of Brazil with documents, data or information, 

PROVIDING Central Bank of Brazil with incorrect documents, data and information 

regulatory norms;  

ACTING 

approval from Central Bank of Brazil;  

FAILING to a

NEGOTIATING

market, to their own detriment or that of third parties;    

SIMULATING or structuring economically groundless operations aimed at providing 

DIVERTING
that Law or that of third parties;  

INSERTING

of that Law; 

DISTRIBUTING

articles of incorporation or articles of organization of persons mentioned in the head 

FAILING to diligently and prudently act in conducting the interests of persons 

or help create proprietary confusion; or failing to supervise the acts of administration 

FAILING TO COMPLY WITH legal and regulatory norms of the National Financial 
System, Pre-purchase Financial Pool System and Brazilian Payment System, 
determinations of Central Bank of Brazil, as well as their respective deadlines that 

administrative scope, in cases of infringement, 

there are levels according to the type of infraction, institution or activity involved. 
Some aggravating and mitigating factors, such as recurrence within a period of less 
than three years or willful misconduct, are also indicated in the norm.

We reinforce that, at Conglomerate BOC Brasil, every occasional noncompliance 

REFERENCES IN THIS CONTENT
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WHAT IS DATA PRIVACY AND PROTECTION?

Privacy is provided for in the list of fundamental guarantees 

their data.

The Data Privacy and Protection Program is a compulsory guideline for all the 

information, whether they use the Institution’s physical facilities and technological 
infrastructure or not.

4.2 Data Privacy
and Protection
Program at 
Conglomerate
BOC BRASIL

to the Institution’s control in every environment, whether electronically or manually, 
real, or virtual.

WHAT IS THE DATA PRIVACY AND
PROTECTION PROGRAM FOR?

mitigate the risks of personal data handling-related incidents, 

PROTECT

prudence regarding the protection and privacy of information;

HANDLE

commercial partners, among others;  

UNDERSTAND that personal data comprise the Organization’s most precious 
assets and, thus, adopt permanent, pertinent measures aimed at providing full 
protection to this information;

VALUE th

Conglomerate’s Code of Ethics and Conduct and the General Data Protection Law;

GUARANTEE

prerogative to destroy it after it is properly used. 
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FAVOR the reading, comprehension, compliance, and sharing of BOC Brasil 

partners and any third party either directly or indirectly working with the Institution. 

HOW DOES THE DATA PRIVACY
AND PROTECTION PROGRAM
APPLY TO CONGLOMERATE
BOC BRASIL?

With the creation of the Comitê de Privacidade e Proteção 

privacy and protection at Conglomerate BOC Brasil. The Group 
answers to the Committee, which, in turn, answers to the Data 

RESPECTING the principles of transparency and good practices, in other words, 

data holder’s identity in the case of personal data incident;

TAKING
always seeking precision, clarity and relevance in updating the data for its respective 
purposes;

KEEPING records of data handling procedures according to its respective purposes, 

USING te

mitigate damages and incidents as a result of illegal or unauthorized handling; 

REFRAINING
purposes;

FOLLOWING
to record every new activity concerning the handling of personal data;

COMMUNICATING
advising who the agent in charge of handling the data is, the purpose for such 
handling, destination, whether there is shared data use and third parties they are 

TAKING

REFERRING
according to each lawfully allowed situation, such as in cases of credit protection, 

protection, among other hypotheses;

CAREFULLY CONSIDERING the so-called sensitive personal data, and only 

making sure that the handling process does not overlap the holder’s fundamental 
rights and freedom;

D
A

TA
 P

R
IV

A
C

Y
 A

N
D

P
R

O
T

E
C

T
IO

N
 P

R
O

G
R

A
M

D
A

TA
 P

R
IV

A
C

Y
 A

N
D

P
R

O
T

E
C

T
IO

N
 P

R
O

G
R

A
M

BOC BRASIL CONGLOMERATE’S GUIDE OF BEST PRACTICES   PAGE 16   PAGE 17 BOC BRASIL CONGLOMERATE’S GUIDE OF BEST PRACTICES                                                                                   



MAKING SURE 
such as product and service consumption analysis, which may reveal or suggest 

HANDLING data of children and teenagers with increased protection in relation to 

PROVIDING holders with the full right of access to their own personal data. Replies 

and industrial secrets;

ALLOWING international transfer of their personal data in cases in which the level 
of protection is as appropriate as that of the General Personal Data Protection Law 
(LGPD) at the country of destination, with previous consultation with CPPD. Every 
international data transfer, as well as any other personal data handling procedure, 

the controller

the holder

distinguishing it from other purposes, according to the consent management 
guidelines in that policy;

ANPD authorizes the international transfer;

the transfer is necessary for protecting the data holder’s or other people’s 

the transfer results from a commitment made in an international cooperation 
agreement;

GUARANTEEING
Brasil is not provided to unauthorized third parties, including relatives or friends 
of their employees, private organizations and government agencies without the 
authorization from the Conglomerate, demand from a regulatory agency or court 
order for such purpose;

REPORTING
data to third parties, including in the case of demand from a regulatory agency or 

stored with the authorization from CPPD;

MAKING IT COMPULSORY  for employees, partners and third parties to notify 
Conglomerate BOC Brasil in case of any alteration in the data handling procedure, 

GTPPD;

RECTIFYING
Conglomerate, and, in the case of detection, informing the discrepancy in records 
sent to other departments and third parties, if necessary;

PROPERLY MAPPING  personal data control and preparing reports according to 

TECHNICALLY ASSESSING  the risks related to the impact of the Conglomerate’s 

according to the level of risk and respective prioritization;
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VISUALIZING and considering data privacy and protection at every stage, from the 
creation to implementation of new products, processes, procedures and systems; 

UNDERSTANDING this model as a monitoring process for new resources, and 

activity created;

IMMEDIATELY REPORTING

contractors hired, always following the Incident Management communication 
channels and guidelines. The GTPPD shall analyze the need for communicating 

STORING for the legal period of time the entire suspicious documentation aiming 
at internally recording and following occasional security incidents and, in case of 

SUPPORTING the Privacy Incident Response Policy and taking all measures 

CONDUCTING periodic audits and assessments aiming at guaranteeing that these 

PROVIDING every employee with the tools for internal procedures and controls, 
systems, preventive measures, and department activities aiming at keeping the 
Conglomerate in conformity with norms and compliance with regulations related 

providers.

WHAT ARE THE EFFECTS OF
THE DATA PRIVACY AND
PROTECTION PROGRAM?

The application of every data handling recommendation has a 

arising from information security incidents or privacy contract 

reinforced, reputational damages are eliminated, and the 

REFERENCES IN THIS CONTENT

Law No. 13.709/2018 — General Data Protection Law (LGPD).
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WHAT IS INFORMATION
SECURITY?

Information Security (InfoSec) is a large protection system of a 

involving Information Security, as well as for providing support to every asset related 

4.3

Information Security 
at Conglomerate
BOC BRASIL
Information security policy guidelines.

WHAT IS INFORMATION
SECURITY FOR?

Information Security at Conglomerate BOC Brasil aims at 

addition to employees, includes investors, third parties and 

resources and data at Conglomerate BOC Brasil, and make sure that the entire 

conformity audits with contracts and verify the level of control in the environment in 
which the information system and personal data protection are entered.

HOW IS INFORMATION SECURITY
APPLIED AT CONGLOMERATE BOC BRASIL?
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ENSURING

GUARANTEEING that laws and norms regulating activities at Conglomerate BOC

regulations; 

PREVENTING

ASSESSING

controls aimed at promoting adherence to them;

SECURELY ADMINISTRATING  environments, information, information system 

Conglomerate BOC Brasil;

GETTING TO KNOW  the Information Security system, aiming at preventing any 
type of fraudster from acting or anyone from falling victim to them;  

KEEPING

or that of others;

SUGGESTING
to the information at Conglomerate BOC Brasil, and report practices that are in 
disagreement with the Information Security Policies at the Conglomerate, as well as 
with their Code of Ethics and Conduct or law in force;

FULLY COMPLYING WITH the norms contained in the Information Security 

in addition to reporting irregular or suspicious situations to the Company;

MAKING SURE

security culture. The Information Security Division shall provide training and general 

awareness on the topic, so that employees and everyone Conglomerate BOC Brasil 

MAKING SURE 

PROTECTING

at Conglomerate BOC Brasil or information processes in any risk situation. Every 
employee and everyone Conglomerate BOC Brasil have a relationship with must sign 
a term that states their awareness and full adherence to the norms and procedures 
of BOC Brasil Conglomerate’s Information Security Policies and Code of Ethics and 

PRESERVING

SECURING
access;

PROMPTLY INVESTIGATING
risk, and applying all the necessary measures to prevent or minimize damages; 

BEING ATTENTIVE

MAPPING the most critical risk processes, and, along with the person in charge 

security and guaranteeing the accuracy of the control and risk prevention activities 

KEEPING a competent and prepared team to provide the Risk Management 

the environments at Conglomerate BOC Brasil;

CONTROLLING the electronic or physical transfer of information among 

planned manner, in order to guarantee proper protection and storage. Those 
third parties, since they receive information from Conglomerate BOC Brasil, must 
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for protecting the information in transit against loss, disclosure, and damage that 

commercial relationship;

ESTABLISHING

of an intruder in the system, known security loopholes, service interruptions, etc. 

incident, so that proper corrective measures are applied;

INSTALLING detection and prevention mechanisms that are designed to protect 

included in every information-related asset at the company. Under no circumstance 
are users to attempt to personally eradicate or clean their workstation after malware-
related incidents, and must promptly communicate any virus or malware threat 
detected on the network computer or related device;

KEEPING

ENSURING

incidents that may put the information at Conglomerate BOC Brasil, as well as their 

channel;

SHARING the information security incidents, after reporting them to the Information 
Security Division, with stakeholders and regulatory institutions. This also applies 

SEPARATING
unauthorized access to or use of information-related assets in the Company or their 
commercial processes. Accordingly, test development and production environments 

changes to the production environment;

GUARANTEEING

PERIODICALLY TESTING

party information, media types, including electronic mail, must follow the internal 
information retention guidelines at Conglomerate BOC Brasil;

PROVIDING

PROVIDING

minimum size, and history;

PROVIDING all users of the Information Services from Conglomerate BOC Brasil 
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MANAGING

RESTRICTING administrative access to system resources or similar privileges solely 
to personnel performing system maintenance services or personnel with related 

tasks;

LINING UP apps or any other resources at Conglomerate BOC Brasil hosting or 

NOTIFYING all users, including those who have remote access to the systems at 

connection to every system and information resource of the company. In line with 
the Organization’s strategy and guidelines, Conglomerate BOC Brasil does not use 

use cloud environments for the provision of services, as long as they follow the 

risk management, which are proportional to the relevance of the services 
provided. Everyone must always perform according to the BOC Brasil
Conglomerate’s 

MAKING SURE  that the creation of new products, selection of security 
mechanisms 

INCLUDING the security considerations in every phase of the system development 
life cycle, particularly to make sure that the security policies at Conglomerate 
BOC  

IDENTIFYING

Information Technology teams must formalize a risk analysis for every 
new app or 

KEEPING

ESTABLISHING 

Resources Department when they are hired. Such documents must contain the 

DEVELOPING
strategy for the company’s goals and priorities against human or technical faults, 

IDENTIFYING and controlling the risks when granting third parties the access to 
the systems and information assets at Conglomerate BOC Brasil. In cases of the 

Conglomerate BOC Brasil reserves the right to conduct on-site audits and inspections 

PRESERVE

Every piece of information collected and received is used according to the needs 

many controls implemented to protect the information against unauthorized access 
or improper processing.
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REFERENCES IN THIS CONTENT

Norm ISO/IEC 17799:2005, ABNT NBR ISO/IEC 27002:2013; 
; ISO/IEC 27.001; POG.09.110.

WHAT ARE THE EFFECTS OF
INFORMATION SECURITY?

By determining strict respect to and follow-up of compliance with 
their Information Security Policy, BOC Brasil Conglomerate’s top 
management guarantees that all their employees and suppliers 

risks or reputational losses. MANAGEMENT APPLIED AT
CONGLOMERATE BOC BRASIL?

Conglomerate BOC Brasil, Risk Management procedures start 

and acts in every area of the company. Their role is to preserve 

may cause negative impacts or impacts that go against the 
Institution’s interests. 

Always in line with BOC Brasil Conglomerate’s strategic goals, Risk Management is 
a set of administrative tools that includes models and methodology for technically 

them.

Risk Management
at Conglomerate
BOC BRASIL

4.4
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the Institution, in addition to measuring the performance of this 

DETERMINING

Risk Management strategy, according to the Institution’s risk tolerance;

COMMUNICATING the risk strategy, the main policies for its implementation and 

MONITORING
when it comes to Risk Management and Capital, and carrying out and proposing 
changes to the Institution’s risk strategies if necessary; 

DEFINING

ESTABLISHING 
Appetite Statement (RAS) along with the Risk Committee, the CRO and other 
Directors;

APPROVING
policies, strategies and limits, Capital Management policies and strategies, Stress 

Plan, Capital Plan, and Capital Contingency Plan;

ENSURING the adherence to the Institution’s Risk Management Policies, their 
strategy and limits;

PROPOSING
Management structures;

APPROVING relevant risk-induced changes to Risk Management policies and 
strategies, as well as to systems, routines and procedures;

AUTHORIZING

ENSURING

PAYING ATTENTION  so that the Institution’s compensation structure does not 

ESTABLISHING the Risk Committee assignments and spreading the risk culture 
across the Institution.

EXECUTIVE BOARD 
strategies to guide the activities and structures in line with BOC 

DEVELOPING and implementing the corporate Risk and Capital Management 
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DETERMINING the Institution’s Risk Management structure and Risk and Capital 

COMMUNICATING the risk strategy and main implementation policies;

MONITORING

changes to the Institution’s risk strategies, if necessary;

DEFINING

ATTENDING and calling meetings, if necessary, for the purpose of monitoring, 

approving Risk Management-related policies and procedures;

SUPERVISING and managing the Bank’s risk appetite in a satisfactory manner, in 
line with the Group’s overall risk appetite;

REPORTING 
and necessary responses and solutions to risk events at the management level, 

PROPOSING recommendations to the Board of Directors on at least an annual 

ASSESSING the levels of risk appetite documented in the RAS, as well as strategies 

manner;

SUPERVISING the CRO’s conduct and performance, and the compliance with the 

ASSESSING

MONITORING 
the Risk Management procedures and Internal Controls, as well as relevant risk 
events on the local market;  

PROVIDING suggestions for the purpose of solving or mitigating risk event impacts, 

ORGANIZING

SUPERVISE the constant implementation and development of risk management 
structures, including improvements;

IMPLEMENT 

MEET 

PROVIDE proper training on policies, processes, reports, systems and models, 

CRO is not allowed to simultaneously respond to any commercial department;
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OFFER 

the Board of Directors;

CONTINUOUSLY ORGANIZE and coordinate the studies necessary for improving 
control and Risk Management at Conglomerate BOC Brasil.

WHAT ARE THE EFFECTS
OF RISK MANAGEMENT?

virtuous cycle that eliminates operation losses and disruptions. 
Furthermore, its practice, which is attentive to the smallest 
details, also cooperates for the full structuring of mechanisms 
related to measurement, control, and implementation of policies 
and strategies, with security and high performance.

OPERATIONAL RISK MANAGEMENT
  WHAT IS OPERATIONAL RISK?

internal processes, people, or systems.

-

events have already occurred. To that end, there is the need to involve every internal 

WHAT ARE THE CAUSES OF
OPERATIONAL RISKS?

PEOPLE
their assignments;

SYSTEMS

PROCESSES

force;

EXTERNAL ENVIRONMENT
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HOW IS OPERATIONAL RISK MANAGED?

The proper operational risk management is directly related to the knowledge of the 

kept up to date, particularly when it comes to processes that are seen as critical, 

IDENTIFY the operational risks that may impact the Institution’s strategic goals, 

MEASURE AND DETERMINE 
to the likelihood of occurrence and its impact; 

ASSESS

MONITOR

REPORT AND DISCLOSE
permeate the Institution’s scope, market and regulatory agencies;

CONTROL AND RECORD 
operational loss events, as well as implement mechanisms to make sure that ope-

CREATE AND IMPLEMENT mechanisms to mitigate operational risks in order to 
reduce losses to zero. 

REFERENCES IN THIS CONTENT

4.5

Business 
Continuity 
Management at 
Conglomerate
BOC BRASIL
Business continuity and other
administrative responsibilities.

WHAT IS BUSINESS CONTINUITY MANAGEMENT?

Business continuity management is the commitment to keep 

arising from a materialized incident in their critical assets, such 
as human resources, processes and technologies, which are 
essential for running their operations.  

Companies from reaching their goals. Interruption incidents include adverse and 

interruptions, employee illnesses, terrorist attacks, etc. 
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WHAT IS BUSINESS CONTINUITY
MANAGEMENT FOR?

IDENTIFYING

ADOPTING -

occasional interruption incidents;

KEEPING

MINIMIZING 

HOW IS BUSINESS CONTINUITY
MANAGEMENT APPLIED AT
CONGLOMERATE BOC BRASIL?

For the proper protection of information assets and critical 

Conglomerate BOC Brasil have policies and procedures to support Business 
Continuity Management actions and activities. The plans have a set of detailed 

(return to normal), the support documentation for carrying out critical activities and 

the Business Continuity process.

Conglomerate BOC Brasil keeps their operations running during the crisis.

processes contained in the Business Impact Analysis Report (BIA) of Conglomerate 
BOC Brasil, and key employees are called upon to take part in them, to test the 

resources, processes, and technologies that are essential to running the operations.
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WHAT ARE THE EFFECTS
OF BUSINESS CONTINUITY
MANAGEMENT ON BUSINESSES?

By applying the Business Continuity Management good 

(Operational)
PREVENT the total or partial interruption of the activities at the Institution;

(Financial)

faults or fraud; among others;

(Legal)
 legal sanctions that hinder the provision of services or running 

operations at 

(Image)

counterparts, among other stakeholders.

REFERENCES IN THIS CONTENT

WHAT ARE UNLAWFUL ACTS?

to legal statutes within the civil scope or criminal scope. In the 

facilitation or cover-up of crimes that make an unlawful act, 
most of them involve money laundering, corruption, terrorism, 

WHAT IS THE UNLAWFUL ACT PREVENTION 
PROGRAM AND WHAT IS IT FOR?

4.6

BOC Brasil Conglomerate’s commitment to integrity

Unlawful Act
Prevention 
Program at
Conglomerate
BOC BRASIL
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authorities in legally tracking and communicating suspicious activities or operations 

with the Integrity Program Guidelines and Money Laundering and Unlawful Act 
Prevention Policy are indistinctly applied to every hierarchical level at Conglomerate 

WHAT ARE THE LEGAL SANCTIONS
THAT ARE PROVIDED FOR UNLAWFUL ACTS?

(UNSC) is to keep world peace and safety. According to the 

comply with the decisions of the Council. This council takes the 
lead in determining whether there is a threat to peace or an act 
of aggression. It invites the parties involved in a controversy to 

solution terms. In some cases, the Safety Council may resort 
to the imposition of sanctions or even authorization of the 
use of force to keep or restore international peace and safety. 

people or companies with ties to terrorist activities, according 

human rights; and defending the international rights principles are the main goals 

individuals or organizations that violate the international trade rules, have ties with 

proliferation of weapons of mass destruction or that in any way threaten the US 
national security or economic policy.

The Foreign Corrupt Practices Act (FCPA) is a US foreign anticorruption law that 

individuals and companies that, in foreign trade activity, make use of the corruption 

country. 

anticorruption laws in the world, and it even punishes private corruption. Like the 

Kingdom, in addition to providing for the punishment of individuals and legal entities 
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crime in the United Kingdom. 

the nature, origin, location, disposition, transaction or ownership of assets, rights, 

of legislative, regulatory, and operational measures against money laundering, 
terrorism funding, proliferation of weapons of mass destruction and other threats to 

came as a landmark in the legislation for government protection and, indirectly, 

Brazilian and foreign federal governments. 

incorporated or not, foundations, legal entities, or individual associations, as well 

acts against the Brazilian and foreign federal governments.

mechanisms and procedures of 
i n teg r i t y ,  aud i t s ,  

current nature and risks of the activities of each legal entity, which, in turn, 
must guarantee their constant improvement and adaptation.

of a culture of integrity, transparency and compliance with 
laws and regulations 

Still in the same year, following the same precautions, the Antiterrorism Law 
was enacted, and, in addition to typifying terrorism crimes and terrorist 
organization 

of unlawful acts.

practices of ethics and integrity for Corruption Prevention and other 
harmful 

pillars for structuring and the continuous improvement of the 
Signatory Financial Institutions Integrity Program.
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HOW IS THE UNLAWFUL ACT
PREVENTION PROGRAM APPLIED
AT CONGLOMERATE BOC BRASIL?

international practices of ethics and integrity for Corruption 
Prevention and other harmful acts committed against 
the Brazilian and foreign federal governments, the Integrity 
Program at Conglomerate BOC Brasil consists of a set of 
corporate 

preventing or mitigating unlawful acts at Conglomerate BOC Brasil. 

of the Institution for unlawful or inappropriate activities, as well as the association of 

of unlawful acts. 

Conglomerate BOC Brasil, with the support from Top Management, promotes 

and Conduct, aiming at increasing the level of adherence to the Program and 

a training platform for employees and, whenever necessary, provide on-site training 
on the Integrity Program.

involving or characterizing non-compliance with BOC Brasil Conglomerate’s Code 

comite.etica@bocbrasil.com.br

Ethics Committee

www.bocbrasil.com.br/Fale-Conosco  
• 

Talk to the Ethics Committee.

The procedures for investigation, referral, and treatment of violations, including the 

internal procedures for investigation of ethical violations.

partner, or supplier Conglomerate 
of BOC Brasil.

U
N

L
A

W
F

U
L

 A
C

T 
P

R
E

V
E

N
T

IO
N

 

U
N

L
A

W
F

U
L

 A
C

T 
P

R
E

V
E

N
T

IO
N

 

BOC BRASIL CONGLOMERATE’S GUIDE OF BEST PRACTICES   PAGE 48   PAGE 49 BOC BRASIL CONGLOMERATE’S GUIDE OF BEST PRACTICES                                                                                   

BOC

BOC

www.bocbrasil.com.br/denuncia www.bocfinanceira.com.br/



Regarding disciplinary measures and procedures to ensure prompt interruption 

Thus, every Institution representative, employee, intern, and any third party, either 

NOT

employee or representative of any government, either national or foreign, or national 
or foreign agency and organization, or any political party, candidate or government 

NOT

corruption crimes and practices, and against the government, always complying 
with laws of money laundering prevention and laws against terrorism funding, drug 

NOT
Corporate Anticorruption Policy and Code of Ethics and Conduct attentively and 
fully;

NOT

Blocked Persons List (SDN); or those who are on the UN list; or EU list; or have 

denial to those who are involved.

REFERENCES IN THIS CONTENT

WHAT ARE THE EFFECTS OF
THE UNLAWFUL ACT PREVENTION?

so-called white-collar crime, and tracking the association with 

associated, thus drastically reducing the risk of asset losses 
and severe reputational damages.

Conglomerate BOC Brasil is the elimination of legal and operational conformity risks, 
such as national or international punishments that may hurt the Institution’s image.
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Bank
Self-Regulation

at Conglomerate
BOC BRASIL

WHAT IS BANK SELF-REGULATION?

regulatory conduct standard according to each institution’s 
interest, following common references to other institutions. 

corporate governance to the strictest unlawful act prevention 
recommendations. 

WHAT IS SELF-REGULATION FOR?

of the sector. The self-regulation idea is to promote healthy and 

4.7

Regulatory codes established
jointly by the industry.

HOW IS BANK SELF-REGULATION APPLIED
AT CONGLOMERATE BOC BRASIL?

Compliance with regulations in force, as well as with the guidelines 
provided for in this policy and other internal Bank regulations 

periodically.

BANK CODE OF ETHICS AND CONDUCT AND SELF-REGULATION 

scope of the norms presented and overall competences of councils, directors, and 
commissions.

SARB nº 001/2008

of their products and services; III. in consumer engagement procedures; and IV. in 
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SARB nº 002/2008
transactions, charging fees, and service packages, in addition to reporting risks, 

view on the importance of accurate registration information and the need for updating 

SARB nº 003/2008

SARB nº 004/2009

SARB n° 005/2009
CONSUMERS AND FINANCIAL LEASES FOR THE PURCHASE OF VEHICLES. It 

with the regulation of loan agreements, freedom of choice on the client’s part, and 
several other legal guarantees provided.

SARB nº 006/2009

SARB nº 007/2011  Procedures related to the demands recorded on the “LET 

SARB nº 008/2011

training on e-learning channels. It deals with the regulation of content modules, 
target audience, and training assessment ways and their deadlines.

SARB nº 009/2013 CERTIFICATION PROGRAM OF REAL ESTATE LOAN 
PROFESSIONALS, OF THE BRAZILIAN ASSOCIATION OF REAL ESTATE LOAN 

real estate loan sector. It highlights the conducts related to the FEBRABAN Code of 

SARB nº 010/2013

SARB nº 011/2013 PREVENTION OF AND FIGHT AGAINST MONEY 

of procedures to help track and identify the funds and clients under suspicion, in 

security measures.

SARB nº 012/2014 

SARB nº 013/2014 
individuals, it deals with the transactions made through channels such as telephone, 
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SARB nº 014/2014

and agricultural loan conditions, among other sector-related topics.

SARB nº 015/2014 

such as early settlement, right of waiver, monitoring, control, etc.

SARB nº 016/2015  SALARY ACCOUNT. It provides all the essential information 

SARB nº 017/2016 ADEQUACY OF PRODUCTS AND SERVICES. By seeking 

SARB nº 018/2017 DEALING WITH AND NEGOTIATING DEBTS. It adds to 

SARB nº 019/2018
important guidance for awareness and transparency when using the conditions and 

SARB nº 020/2018

SARB nº 021/2019
WRONGFUL ACTS AGAINST NATIONAL OR FOREIGN GOVERNMENTS. It deals 

and goes as far as implementation procedures, recommended relationships, and 

SARB nº 022/2019

the management of records of demands, deadlines for responses, management of 
satisfaction surveys and their relationship with the appropriate target plans of the 

SARB nº 023/2020

addition to distinct channels providing services to the elderly.
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REFERENCES IN THIS CONTENT 

FEBRABAN Bank Self-regulation Code

SARB nº 001/2008 

SARB nº 002/2008 

SARB nº 003/2008 

SARB nº 004/2009

SARB n° 005/2009

SARB nº 006/2009

SARB nº 007/2011

SARB nº 008/2011

SARB nº 017/2016

SARB nº 018/2017 

SARB nº 019/2018 

SARB nº 020/2018 

SARB nº 021/2019 

SARB nº 022/2019

SARB nº 023/2020

 

SARB nº 009/2013 

SARB nº 010/2013

SARB nº 011/2013

SARB nº 012/2014

SARB nº 013/2014 

SARB nº 014/2014

SARB nº 015/2014 

SARB nº 016/2015 

WHAT ARE THE EFFECTS
OF SELF-REGULATION?

sector results in increased transparency in the relationship among 
the most diverse Institution partners. Since the resolutions 

is an important tool for all employees on all management levels, 

on the matter.

Conglomerate BOC Brasil suggest reading the original 

they were the reference for preparing this guide, and are 

CODE OF ETHICS AND CONDUCT
http://www.bocbrasil.com.br/menu/Institucional/Codigo-de-Etica-127

PLD
http://www.bocbrasil.com.br/menu/Institucional/Governanca-Corporativa/
Prevencao-a-Lavagem-de-Dinheiro%2C-a-Corrupcao-e-ao-Financiamento-
-ao-Terrorismo-188

FATCA/CRS
http://www.bocbrasil.com.br/media/Institucional/guia-fatca-crs-ccb-brasil.pdf
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ABECIP
ANPD
BOC
CCO
CEO 
COAF
CPPD
CRO
DPO
EBC
FATCA/CRS
Common Reporting Standard
FCPA
FEBRABAN
GAFI/FATF 
GTPPD
LGPD
OFAC

ON
PDA
PLD

Acronyms6

PRSA
RAS
RIPD
SAC
SARB
SDN Specially Designated Nationals and Blocked Persons List

IS 
EU
UKBA 
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Asset

Information asset 

documentation, procedure manuals, continuity plans, training activities, or the entire 

Software assets

Physical assets 

its accommodations.

Self-regulation 

and creating common ethical references and practices. It is structured from the 

all the regulated parties.

Placement

shares, etc.) or the purchase of goods or assets.

Glossary

7

Internal Control Committee 
Board Committee (EBC) regarding the performance of their assignments related 
to the adoption of policies and measures oriented to sharing the culture of internal 

Institution.

Compliance

reputational and legal or regulatory risks.

Conduct

 

of the principle of impartiality and favor personal interests, those of third parties or 
even those of political or ideological nature to the detriment of the interests and 
principles of the community where they are.

Board of Directors

Corruption

information for personal purposes or that of friends or relatives, purchase and sale 

development.
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Availability
and corresponding systems whenever necessary, within periods and environments 

Ethics

FCPA 

corruption. This law applies to North American individuals and companies that, 

e

Information

Financial institution 

administration of securities.

Integration or reintegration

tourism, artwork, mutual funds, etc.

Integrity 
are actually authorized to do so, always within the methods approved for such 
procedure.

Money laundering

placement, concealment, integration or reintegration and recycling.

Concealment

with those of legal origin.

Recycling

Signatory party

a signed commitment agreement.

FEBRABAN level I signatory parties
FEBRABAN’s Code of Ethics and Conduct and Self-regulation.

FEBRABAN level II signatory parties

FEBRABAN level III signatory parties 

Information Security

Stakeholder Interested parties, the so-called groups of interest. They are 
partners in every segment of society that usually agree with the corporate governance 
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Terrorism
political regimes, populations, or people, aiming at reaching a political, ideological, 
or religious end. Resources used for funding terrorism do not necessarily come 
from criminal activities, which is the prerogative of most money laundering crimes. 
The operational organization, maintenance, and development of terrorist networks 
presuppose an activity in continuous evolution, and the simultaneous ongoing search 

and illegal channels, among which are found international commercial corporations, 

And the greatest challenge is to identify and repress those increasingly sophisticated 
operations, and enforce the money laundering, corruption, and terrorism funding 

conformity with the legislations, norms, and complementary regulations in force.

UKBA
is seen as one of the strictest anticorruption laws in the world, and it even punishes 
corrupt acts in the private sector. Thus, like the main anticorruption laws in action, it 

in the United Kingdom. It also provides for the punishment of individuals and legal 
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